
 



 

 
 

© 2014 RISKTEQ | ABN 22 150  017 075 
www.riskteq.com |  +61 3 6230 4833 | contact@riskteq.com 

P a g e  | 2 

 

 
 
Governance, Risk Management and Compliance (GRC) requirements established by the Board and senior 
management must be effectively implemented at the operational level to achieve their true intent and 
ensure sustainable achievement of the organisation’s objectives.  
 
RiskTeq provides a rigorous and highly practical solution to enable the integration of GRC in operational 
risk management. 
 

 
 
Figure 1 Cohesive GRC Framework  
Roebuck, K. (ed.) 2011, Governance, Risk Management and Compliance (GRC), Emereo Publishing 
 
 
 

http://www.riskteq.com
http://www.riskteq.com/


 

 
 

© 2014 RISKTEQ | ABN 22 150  017 075 
www.riskteq.com |  +61 3 6230 4833 | contact@riskteq.com 

P a g e  | 3 

 
 
 

 

 
GOVERNANCE describes the overall management approach 
through which senior leadership (the Board and Management) 
direct and control the entire organisation, using a combination 
of policy, hierarchical management control structures and 
management information. Governance activities should 
provide the control mechanisms to ensure that strategies, 
directions and instructions from Management are carried out 
systematically and effectively and aim to ensure that critical 
information reaching Management is sufficiently complete, 
accurate and timely to enable appropriate decision making. 
 
RISK MANAGEMENT is the set of processes through which 
Management identifies, analyses, and where necessary 
responds appropriately to risks that might adversely affect 
realisation of the organisation's business objectives. The 
response to risks typically depends on their perceived severity 
and involves controlling, avoiding, accepting or transferring 
them to a third party. Whilst organisations routinely manage a 
wide range of risks (e.g. operational risks. Commercial / 
financial risks, information security risks etc.), external legal 
and regulatory compliance risks often dominate senior 
leadership’s thinking. 
 
COMPLIANCE means conforming to stated requirements. At an 
organisational level, it is achieved through management 
processes which identify the applicable requirements (defined 
for example in laws, regulations, contracts, strategies and 
policies), assess the state of compliance, assess the risks and 
potential costs of non-compliance against the projected 
expenses to achieve compliance, and hence prioritise, fund and 
initiate any corrective actions deemed necessary. 
 

Whilst in many cases these aspects are 
adequately implemented in their own right, at 
least from the perspective of the Board and 
senior management, cohesive implementation 
and execution at all levels of the business is not 
always the case. 
 
Ideally, GRC should be integrated in an operating 
model that unifies the management of these 
areas, rather than treat them as separate entities. 
 

An integrated GRC operating model 
A cohesive GRC operating model will: 
 
• Organise operational, financial, risk 

management, and reporting processes such 
that the Board receives the information it 
requires to effect good governance and 
Management can conduct their activities in 
ways that comply with regulations and 
achieve strategic objectives  
 

• Bring the organisation’s GRC framework 
down to the level of roles, responsibilities, 
reporting lines, and communications to 
bridge the gap between the GRC framework  
and operational realities  
 

• Help people to answer questions such as, 
“Why are we doing this?” “Is this okay?” 
“Whose call is this?” and “Who do we need to 
tell about this?” and to know when to ask 
such questions  
 

• Sustain governance by creating a feedback 
loop in which the Board and Management 
can identify and respond to new business, 
operational, competitive, and regulatory 
needs. 

 
 
 
 
 
 
 

http://www.riskteq.com
http://www.riskteq.com/


 

 
 

© 2014 RISKTEQ | ABN 22 150  017 075 
www.riskteq.com |  +61 3 6230 4833 | contact@riskteq.com 

P a g e  | 4 

 

 
 
An operational risk is, as the name suggests, a risk arising from execution of an organisation’s business 
functions. The term has its origins in the banking and finance industry but is a generally applicable 
concept which focuses on the risks arising from the people, systems and processes through which an 
organisation operates. It also includes other categories such as fraud risks, legal risks, physical or 
environmental risks.   
 
The term Operational Risk Management (ORM) was originally formalised by the US Department of 
Defence and is defined as a continual cyclic process which includes risk assessment, risk decision 
making, and implementation of risk controls, which results in acceptance, mitigation, or avoidance of risk. 
ORM is the oversight of operational risk, including the risk of loss resulting from inadequate or failed 
internal processes and systems; human factors; or external events. 
 
 

Four Principles of ORM Three Levels of ORM 
 
The U.S. Department of Defence summarises the principles 
of ORM as follows: 
 

 Accept risk when benefits outweigh the cost. 

 Accept no unnecessary risk. 

 Anticipate and manage risk by planning. 

 Make risk decisions at the right level. 

 
 In Depth.  In depth risk management is used before a project, 

program or process is implemented when there is plenty of time 
to plan and prepare. 
 

 Deliberate.  Deliberate risk management is used at routine 
periods through the implementation of a project or process. 
Examples include quality assurance, on-the-job training, safety 
briefs, performance reviews and safety checks. 
 

 Time Critical. Time critical risk management is used during 
operational activities or execution of tasks. It is defined as the 
effective use of all available resources by individuals, crews and 
teams to safely and effectively accomplish the activity or task 
using risk management concepts when time and resources are 
limited. Examples of tools used include execution check-lists 
and standard operating procedures. This requires a high degree 
of situational awareness. 
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Hazard Identification and Risk Assessment are central to effective risk management. All activities 
involved in delivering an organisation’s business functions, not just obviously hazardous operations, 
require assessment of risk and implementation of proper procedures and control measures before work is 
undertaken. Recognition that things regularly change also requires that risks must be reassessed and 
new controls implemented when appropriate. This effort is not the domain of risk management specialist 
alone; those that actually do the work must be intimately involved in the hazard identification and risk 
assessment process. Similarly, this is not a one-off process, constant vigilance, regular communication 
and genuine support is required to ensure that people, systems and processes are working as intended. 
 
 

 
 
This is another key aspect of effective ORM. All operational incidents, of all types and severity, should be 
reported, comprehensively investigated and tracked to identify potential people, system or process 
failures and allow prioritisation of resources to implement any necessary corrective and preventive 
action. Detailed analysis of incidents is important to allow learning and avoidance of similar incidents in 
the future. Creating and sustaining a just and supportive culture is key in ensuring lasting positive 
outcomes from this approach. 
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ORM is entirely relevant in the context of the functions of all businesses which have an operations focus. 
When implemented as part of an integrated cohesive organisation wide GRC operating model it can 
enable these organisations to: 
 

 Meet all internal and external health, safety and environment (HSE) requirements and prevent 
serious incidents  

 Gain visibility into HSE risks and performance  
 Execute a work health and safety program and ensure compliance with policies across the whole 

business  
 Facilitate safe operations through cost effective, reliable maintenance and project delivery  
 Proactively manage compliance to regulations and the relevant industry’s best practices  
 Efficiently manage operations to deliver services at best cost and reduce impact on people and the 

environment 
 
 

Bringing it all together 
Having established an organisation wide GRC operating model, the effective implementation of cohesive 
ORM is best supported and sustained when enabled by a competent software solution. 
RiskTeq integrates your governance, risk and compliance framework into your operational risk 
management so that you can provide a safer more efficient working environment. For any organisation, 
understanding the inter relationship between the work environment, assets, people and the work at hand 
are key to creating safe and efficient work environments. RiskTeq provides you with visibility into all the 
inputs which drive operational risk and can help you learn from past incidents and experience so that you 
can proactively assess and control risk. Clear communication of risks and safe work practices, together 
with visibility into what’s happening on the ground are key to improving operational risk management 
performance. 
 
 
 
 
 
 

http://www.riskteq.com
http://www.riskteq.com/


 

 
 

© 2014 RISKTEQ | ABN 22 150  017 075 
www.riskteq.com |  +61 3 6230 4833 | contact@riskteq.com 

P a g e  | 7 

 
 
 
References 
 
Tarantino, A. (ed.) 2008, Governance, Risk and Compliance Handbook: Technology, Finance, Environmental, and 
International Guidance and Best Practices, 2nd edn, , John Wiley & Sons, New Jersey 
 
Lamm, Blount, etc. 2009, Under Control: Governance Across the Enterprise, CA Press 
 
Office of the Chief of Naval Operations 2010, OPNAVINST 3500.39C - Operational Risk Management, Department of 
Navy (US) Washington 
 
 
 
 

http://www.riskteq.com
http://www.riskteq.com/

